October 15'*"-16" 2019

Campus Georges Charpak Provence, Gardanne
https://events.emse.fr/phisic2019

PHISIC 2019

Workshop on Practical Hardware Innovation in Security and Characterization

Tuesday 15 October 2019
| Session Speaker  |Subject
08:30
(30m) Registration / Coffee
09:00
(10m) C-Ic;encwi:;]iltctaele Introduction
09:10
Guénaél . . .
(1h) Keynote Renault Post-Quantum Cryptography - A Pragmatic Point of View
10:10
(10m) Agt%g:::? Presentation of MicroPacks
10:20
(20m) Pause / Demos / Posters / Coffee
10:40
(25m+5m) BlalslflTet Security of the Integrated Circuit Life Cycle
Security: ;
(25m+5m) From Esi\cﬂc?Ltj?:cL)jup Microarchitecture security
primitives Michael
(25m+5m) to II;: ﬁle Predictability Tests for Physical Unclonable Functions
trust €
(25m+5m) LZ?sneI RISC-V security
12:40
(1h20m) Lunch
14:00
Paul-
(25m+5m) Pole SCS: Emg’;aguel How to optimize security in the loT ?
advances in
(25m+sm) hardware security Philippe Electromagnetic injection: advanced platform & modeling &
through Maurine countermeasures
academic- .
(25m-+5m) industrial II\_/Iaausrsec?rE Secure Microcontroller for loT
collaborations PierreYvan
(25m+5m) Liardet Advanced processes of Laser Injection for Sedentary Analyses
16:00
(30m) Pause / Demos / Posters
16:10
() Departure by bus for touristic tour & Coktail Dinner
16:15
(-..)
(..) Touristic tour
19h

(...) Coktail Dinner



October 15'*"-16" 2019

Campus Georges Charpak Provence, Gardanne
https://events.emse.fr/phisic2019

PHISIC 2019

Workshop on Practical Hardware Innovation in Security and Characterization

Wednesday 16 October 2019

| Session | Speaker | Subject
08:30
(30m) Registration
09:00
(25m-+5m) Julien ISA-Level Characterization of EM Pulse Effects on Superscalar Microarchitectures, A
Proy Secure Software Perspective
(25m45m) _Fau_lt . Ronan Electromagnetic fault injection against a System-on-Chip, new micro-architectural
injection: | ;ohermes fault models
models di
(25m+5m) and I{/?r' II LLFI: Lateral Laser Fault Injection Attack
attacks e
(25m+5m) II\DIISrT:)i% Electromagnetic Fault injection, how fault occurs
11:00
(20m) Pause / Demos / Posters / Coffee
11:20
(25m+5m) SCA.I: Gab.”e' Methodology for Efficient CNN Architectures in Profiling Attacks
Machine Zaid
learning Lo
(25m+5m) for M olc A comprehensive study of Deep Learning for Side-Channel Analysis
Side channel 'asure
12:20
(1h20m) Lunch
13:40
(25m+5m) 0 Glovanm_ Screaming Channels: When Electromagnetic Side Channels Meet Radio Transceivers
. SCAI: Camurati
Side channel Davide
(25m+5m) without Alessio Revisiting Higher-Order Computational Attacks against White-Box Implementations
physical
(25m-+5m) access Joseph Remote hardware attacks on connected devices
Gravellier
15:10
(20m) Pause / Demos / Posters
15:30
(25m+5m) : ez Side channel protections for CSIDH
Protections: i Féo P
(25m-+5m) agdvl;ersi:::r;g Rémi Impact of Low-bitwidth Quantization on the Adversarial Robustness for Embedded
of Bernhard Neural Networks
(25m+5m)  threats M':Ilfr?g:'o An FPGA-based Control-Flow Integrity solution for securing Embedded Systems
17:00
A<
cea 2% : MARSEILLE
el : PROVENCE
Saint-étienne A A <( )>
ALPhA THALES ‘,, IDEMIA
Optics & Lasers Technology Center 1ife.0ugmenfed augmented identity




